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What’s in a Def i ni tion?

In the 5 years since As sis tance Sec re tary of De -
fense for Com mand, Con trol, Com mu ni ca tions,
and In tel li gence (ASD C3I) first en deav ored to de -
fine In for ma tion Op er a tions (IO) in terms rel e vant 
to the DoD, the only com mon ground we ap pear
to have found is that the cur rent def i ni tion is in -
suf fi cient. Many feel the ex ist ing def i ni tion of IO
is too ex pan sive—it in cludes so many ac tiv i ties
that ev ery one does it, and thus no one is re spon -
si ble for it. Many oth ers have ar gued that the cur -
rent def i ni tion is too re stric tive and does not
ex press the true fo cus of IO. Add to this de bate
the mael strom of opin ions about what is a ca pa -
bil ity or “pil lar” of IO, what is merely an as so ci -
ated ac tiv ity, and who should be re spon si ble for
train ing, equip ping, plan ning, co or di nat ing, and
ex e cut ing what por tions of IO.

The on go ing de bate about the def i ni tion of IO
has not stopped doc trinal de vel op ment or real
world ne ces sity. The US Air Force pub lished a
brand new doc trine doc u ment in 2002 (AFDD 2-5, 
In for ma tion War fare), and ap pears set to pub lish
a re vi sion in the next year. The US Army has
com pletely re writ ten Field Man ual 100-6, In for -
ma tion Op er a tions, re num ber ing it FM 3-13, in
line with the joint pub li ca tion on the same topic,
JP 3-13. Though still in draft, FM 3-13 is al ready
ref er enced by many in the field, pri mar ily be -
cause the old man ual (1996) is com pletely out -
dated. The US Navy re cently ini ti ated an ef fort to
de velop Psy cho log i cal Op er a tions (PSYOP) doc -
trine with TACMEMO 3-13.2-02 “Psy cho log i cal
Op er a tions for Navy Plan ners,” and the Ma rine
Corps has added a course in IO at its Ex pe di tion -
ary War fare Train ing Group in Nor folk. Mean -
while, the Pres i dent has de clared a Global War on 
Ter ror, cen tral to which is the hith erto amor -
phous con cept of IO, as we try to in flu ence the
hearts and minds of key pop u la tions around the
world.

One must ask why it is so dif fi cult to come to an
agree ment on what ap pears to be, at least on the
sur face, a rel a tively sim ple idea. The an swer to
this ques tion, how ever, has proven as elu sive
and com plex as the def i ni tion it self. It is not the
pur pose of this pa per to re solve the joint def i ni -
tion of IO, but sim ply to shed some light on how
the DoD has viewed IO over the last sev eral years 
and at tempt to draw some re la tion ships that clar -
ify how IO fits into the DoD mis sion.

As we be gin it is in struc tive to re call the fa mil iar
par a ble of the seven blind men and the el e phant.
Each man’s con cept of the el e phant was shaped
by his own “re al ity”—that is, by the spe cific part
of the el e phant with which the man had di rect
con tact. The man hold ing the leg thought he had
a tree; the man hold ing the tail thought he pos -
sessed a rope; and so on. In a cer tain sense the
same can be said for how dif fer ent el e ments of
the DoD have viewed IO over time. The unique
mis sions of each of the ser vices give rise to dif -
fer ent prob lem sets and dif fer ent per spec tives,
which lead them to em pha size dif fer ent as pects
of the same large con cept—IO. These dif fer ences 
are ev i dent in their cho sen def i ni tions and doc -
trine, but have added to the con fu sion and de -
bate over the def i ni tion of the term over all. To
better un der stand this de bate, let us ex am ine the
evo lu tion of the def i ni tion of IO.

The Evo lu tion of IO

In 1998, ASD C3I, the of fice of pri mary re spon si -
bil ity for IO pol icy within the DoD, pub lished DoD
Di rec tive S3600.1, with the fol low ing def i ni tions
re lated to IO:

IN FOR MA TION—1. Facts, data, or in struc tions in any
me dium or form. 2. The mean ing that a hu man as signs
to data by means of the known con ven tions used in
their rep re sen ta tion. (JP 1-02)

IN FOR MA TION SU PE RI OR ITY—that de gree of
dom i nance in the in for ma tion do main which per mits
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the con duct of op er a tions with out ef fec tive op po si tion.
(JP 1-02)

At this point we must pause to ask what is
meant by the term “in for ma tion do main.” Of all
the neb u lous, un quan ti fi able terms in the DoD
lex i con, this must be among the worst. Though
we could spend months de bat ing even this, for
the sake of this dis cus sion let us pro pose that the
in for ma tion do main con sists of: 1) peo ple (i.e.
de ci sion mak ers); 2) sys tems (i.e. ma chines and
net works that pro cess data); and 3) the pro -
cesses that tie the first two to gether (i.e. or ga ni za -
tional struc tures, tac tics, tech niques, and pro-
cedures). See fig ure 1. This do main spans the
spec trum from in ter per sonal re la tion ships to
geo-stra te gic pol i tics.

The in for ma tion do main has taken on such im -
por tance that it has been added to the Clauswitzian
con cept of state power to come up with what we
call the DIME—the dip lo matic, in for ma tional, mil i -
tary, and eco nomic in stru ments of na tional power.
It is im por tant to ob serve, how ever, that in for ma -
tion can only be an in stru ment of na tional power in -
so much as it re lates to one of the other three.
Con sider the world’s fore most ex pert on tu lips. At
a flower con ven tion, this in di vid ual wields con sid -
er able power. But at a car rally he has vir tu ally no
in flu ence, be cause the in for ma tion he pos sesses is
ir rel e vant to the au to mo tive in dus try. So it is with
na tional in flu ence—the only in for ma tion that gives
a na tion sway is that which re lates di rectly to di plo -
macy, eco nom ics, or mil i tary might.

Con tin u ing with our ex am i na tion of the in for ma -
tion do main, it is easy to see from fig ure 1 that
there are two gen eral as pects to the in for ma tion
do main—a hu man fac tors as pect and a tech ni cal
as pect. The for mer in cludes fac tors such as per -

son al ity, lan guage, cul ture, re li gion, for mal and in -
for mal re la tion ships, in for ma tion gate keep ers,
etc. The lat ter in cludes pro ces sors, ra dios, sen -
sors, sat el lites, net works, soft ware, etc. This di -
chot omy of the in for ma tion do main can be
an no tated by draw ing an imag i nary line be tween
“Peo ple” and “Sys tems” and through “Pro -
cesses.”

With these ob ser va tions, let us re turn to our dis -
cus sion of def i ni tions. In DoDD S3600.1, ASD C3I
went on to de fine IO and In for ma tion War fare
(IW) as fol lows:

IN FOR MA TION OP ER A TIONS—those ac tions taken
to af fect an ad ver sary’s in for ma tion and in for ma tion
sys tems while de fend ing one’s own in for ma tion and
in for ma tion sys tems. (JP 1-02)

IN FOR MA TION WAR FARE—In for ma tion op er a tions
con ducted dur ing time of cri sis or con flict to achieve
or pro mote spe cific ob jec tives over a spe cific
ad ver sary or ad ver sar ies. (JP 1-02)

As men tioned be fore, one’s per spec tive shapes
the em pha sis one puts on a given idea. It is
quickly ap par ent here that the per spec tive of
ASD C3I and those who re viewed and con curred
with their def i ni tion of IO in 1998, led them to em -
pha size the right (sys tems) side of fig ure 1.

In keep ing with doc trinal pro to col, the Air Force
ap plied the joint def i ni tion of IO to 2002 ser vice
doc trine (AFDD 2-5), but with some ca ve ats:

IN FOR MA TION OP ER A TIONS—those ac tions taken to
af fect an ad ver sary’s in for ma tion and in for ma tion
sys tems while de fend ing one’s own in for ma tion and
in for ma tion sys tems. (JP 1-02) The Air Force be lieves
that in prac tice a more use ful work ing def i ni tion is:

[Those ac tions taken to gain, ex ploit, de fend, or

at tack in for ma tion and in for ma tion sys tems and

in clude both in for ma tion-in-war fare and in for ma tion

war fare.]

IN FOR MA TION-IN-WAR FARE (IIW)—IIW is a set of
in for ma tion op er a tions func tions that pro vides com -
mand er‘s bat tlespace sit u a tional aware ness across the
spec trum of con flict and range of air and space
op er a tions. IIW func tions in volve the Air Force’s
ex ten sive ca pa bil i ties to pro vide aware ness through out
the range of mil i tary op er a tions based on in te grated
in tel li gence, sur veil lance, and re con nais sance (ISR) as - 
sets; its in for ma tion col lec tion/dis sem i na tion ac tiv i -
ties; and its global nav i ga tion and po si tion ing, wea-
ther, and com mu ni ca tions ca pa bil i ties.

IN FOR MA TION WAR FARE (IW)—In for ma tion op er a -
tions con ducted dur ing time of cri sis or con flict to
achieve or pro mote spe cific ob jec tives over a spe cific
ad ver sary or ad ver sar ies. (JP 1-02) The Air Force
be lieves that, be cause the de fen sive com po nent of

IW is al ways en gaged, a better def i ni tion is: [In for -

ma tion op er a tions con ducted to de fend one’s own

in for ma tion and in for ma tion sys tems, or to at tack
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and af fect an ad ver sary’s in for ma tion and in for -

ma tion systems.]

IN FOR MA TION OP ER A TIONS—Con tin u ous mil i tary
op er a tions within the mil i tary in for ma tion en vi ron ment 
that en able, en hance, and pro tect the friendly force’s
abil ity to col lect, pro cess, and act on in for ma tion to
achieve an ad van tage across the full range of mil i tary
op er a tions; in for ma tion op er a tions in clude in ter act ing
with the global in for ma tion en vi ron ment and ex ploit ing 
or de ny ing an ad ver sary’s in for ma tion and de ci sion
ca pa bil i ties.

In a very re stric tive ap proach, this old def i ni tion
is in ter nally fo cused on in for ma tion su pe ri or ity,
em pha siz ing the mid dle (pro cesses) and right
(sys tems) por tions of fig ure 1. The new def i ni -
tion, pro posed in the draft FM 3-13 reads as fol -
lows:

IN FOR MA TION OP ER A TIONS—Army ac tions taken to
af fect ad ver sar ies’ and in flu ence oth ers’ de ci sion
mak ing pro cesses, in for ma tion, and in for ma tion
sys tems while pro tect ing one’s own in for ma tion and
in for ma tion sys tems.

IO El e ments—OPSEC, PSYOP, Coun ter Pro pa ganda,
De cep tion, Coun ter De cep tion, EW, CNA, lA, CND,
Phys i cal De struc tion, Phys i cal Se cu rity, Coun ter
In tel li gence.

Though still em pha siz ing the mid dle and left por -
tions of fig ure 1, here for the first time we see the
sug ges tion of in flu enc ing de ci sions within the
scope of IO—a nod to the hu man fac tors side of
the in for ma tion do main. The new Army pub
spec i fies the IO el e ments, choos ing to leave out
those things the Air Force calls IIW. Also un like
the Air Force, the Army con sid ers all the el e -
ments as a sin gle group of ca pa bil i ties that can be 
ap plied in an of fen sive or de fen sive man ner.

With the pre vi ous pub li ca tion ap proach ing 5
years old, and the de bate over the def i ni tion of IO 
con tin u ing, ASD C3I once again un der took to de -
fine terms for the DoD in 2002, with draft DODD
3600.1, this time un clas si fied:

IN FOR MA TION OP ER A TIONS (IO)—Ac tions taken to
in flu ence, af fect or de fend in for ma tion, in for ma tion
sys tems and de ci sion-mak ing.

In the draft DODD 3600.1 ASD C3I spec i fied that
in for ma tion sys tems here re fers to both sys tems
and pro cesses. And so we fi nally see a def i ni tion
of IO that en com passes the en tire in for ma tion
do main. In ad di tion, ASD C3I iden ti fied a se lect
group of ac tiv i ties to be as so ci ated with IO. Ac -
cord ing to the draft, PSYOP, De cep tion, and
OPSEC are core in flu ence ca pa bil i ties. EW and
Com puter Net work Op er a tions (CNO) are core
elec tronic [sys tems] ca pa bil i ties. Coun ter in tel li -
gence, In for ma tion As sur ance, Phys i cal At tack

and Phys i cal Se cu rity are merely sup port ing ca -
pa bil i ties. Pub lic Af fairs and Civil Af fairs are
classed as re lated ca pa bil i ties. It is im por tant to
note here that when ASD C3I at tempted to co or -
di nate this draft, all four ser vices non-con curred,
pri mar ily due to dif fer ences over what ca pa bil i -
ties should be in cluded un der the um brella of IO.
As we have seen, the Army and es pe cially the Air
Force take a broader view of what should be part
of IO. Still, it is en cour ag ing to see a def i ni tion
that fully rec og nizes the en tire in for ma tion do -
main.

A few months af ter the draft of DODD 3600.1
was re leased, the IO roadmap, be ing drafted by
OASD (P) ini tially came avail able, also in draft
form, with the fol low ing evo lu tion in the def i ni -
tion of IO:

IN FOR MA TION OP ER A TIONS (IO)—The em ploy -
ment of the core ca pa bil i ties of Elec tronic War fare,
Com puter Net work Op er a tions, PSYOP, Mil i tary
De cep tion and Op er a tions Se cu rity, in con cert with
spec i fied sup port ing and re lated ca pa bil i ties, to af fect
or de fend in for ma tion and in for ma tion sys tems, and
to in flu ence de ci sion-mak ing.

By the sum mer of2003, this def i ni tion fur ther
evolved to:

IN FOR MA TION OP ER A TIONS (IO)—The in te grated
em ploy ment of the core ca pa bil i ties of Elec tronic
War fare, Com puter Net work Op er a tions, PSYOP,
Mil i tary De cep tion and Op er a tions Se cu rity, in con cert 
with spec i fied sup port ing and re lated ca pa bil i ties to
dis rupt, cor rupt or usurp ad versarial hu man and
au to mated de ci sion-mak ing while pro tect ing our
own.

These ad just ments in word ing re veal the ten -
sions at the pol icy level be tween mak ing IO
broad enough to ad dress the in for ma tion do -
main, while en sur ing that the DoD stays within its 
as signed roles within the U.S. Gov ern ment. It
also rec og nizes the fact that, as sys tems be come
more and more ad vanced, they them selves be -
come lim ited de ci sion mak ers, in some cases
blur ring the lines in the in for ma tion do main be -
tween sys tems and de ci sion mak ers. It re mains
to be seen whether this lat est def i ni tion will en -
dure.

Af fect ing Ac tions—The Es sence of IO

With this ex am i na tion of the def i ni tion de bate
be hind us, it is in struc tive to ex plore in more de -
tail how the in for ma tion do main works in or der to 
un der stand dif fer ences in ser vice doc trine on the
sub ject. The ques tion arises, when con sid er ing
the in for ma tion do main, how one can af fect it.
Here it seems best to con sider how hu mans in -
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ter act with the in for ma tion do main. See fig ure 2.
There ex ists a uni verse of facts—things that are
true at any given time. The num ber of tanks in the 
Iraqi in ven tory, the state of the rain forest in Gua -
te mala, the num ber of peo ple in Antarctica, what
Pres i dent Bush thinks about Tony Blair, what
Tony Blair thinks Pres i dent Bush thinks about
him, etc, etc, are all pieces of this uni verse. This
uni verse is dy namic—con stantly chang ing with
time. From it, we col lect bits and pieces via a va ri -
ety of “sen sors”—eyes, ears, sat el lites, ther mom -
e ters, etc, etc. These fac toids are stored as
In for ma tion by any num ber of means, elec tronic,
me chan i cal, hu man, and oth er wise. At some
point, cer tain por tions of this in for ma tion are or -
ga nized, cor re lated, pro cessed and com mu ni -
cated to in di vid u als or sys tems in a mean ing ful
way, at which point the in for ma tion be comes
knowl edge, or ac tion able data, for that in di vid ual
or sys tem. Hu mans and au to mated sys tems then
take this knowl edge, and make de ci sions about
what ac tions to take, based on cul tural, bi o log i -
cal, emo tional, al go rith mic fil ters unique to each
ac tor. As men tioned, ac tors may be peo ple or in
some cases au to mated sys tems ca pa ble of mak -
ing de ci sions when given cer tain inputs.

This pro cess oc curs at mul ti ple lev els from in -
ter per sonal to in ter na tional, in a con tin u ous cy -

cle. Those in the mil i tary are most fa mil iar with it
un der the term “OODA Loop”—Ob serve, Ori ent,
De cide, Act. The ul ti mate aim of any at tempt to
af fect this pro cess is to bring about a de sired Ac -
tion on the part of the tar get ac tor. One can af fect
this pro cess in a va ri ety of ways. One can in -
crease the num ber of facts avail able in cer tain ar -
eas, while de creas ing or elim i nat ing the flow of
facts in oth ers. At other times it may be more use -
ful to shape, fil ter, or “spin” avail able facts to
make them seem more or less sig nif i cant, or to
pres ent cer tain false hoods as facts. In ad di tion,
one can af fect tar get ac tor knowl edge, by in flu -
enc ing how in for ma tion is pro cessed and com -
mu ni cated—con trol ling what bits of in for ma tion
are pro cessed, af fect ing how they are in ter -
preted, in flu enc ing the weight or trust placed in a
given bit of in for ma tion, or in ter fer ing with/add -
ing to the com mu ni ca tion pro cess. Once ac tors
make de ci sions based on the knowl edge they
have re ceived, one can af fect how those de ci -
sions are com mu ni cated … and the cy cle con tin -
ues.

Re turn ing then to the def i ni tion de bate, one
could say that IO is the at tempt to pro tect one’s
own de ci sion pro cess, with its re sult ing ac tions,
while af fect ing the de ci sion pro cesses of other
ac tors to achieve those ac tions which are most

de sir able. In a sense, we all con duct IO
at the per sonal level ev ery day. On per -
for mance eval u a tions we in crease, fil -
ter, and “spin” the good in for ma tion
and min i mize the less com ple men tary
de tails, all to bring about a de sired ac -
tion by the pro mo tion boards. When
re turn ing home late from work we em -
pha size the facts that we were work ing
on an im por tant pro ject with other
co-work ers, and min i mize the facts that 
we spent most of our time tell ing jokes
over cof fee, and the pro ject wasn’t due
un til next month. The de sired ac tion
we seek on the part of our spouse is an
ac cep tance of our tardy ap pear ance as
ex cus able. The means we use will
change based on the cir cum stances,
but the ob jec tive, whether per sonal or
na tional stra te gic, is al ways to af fect
the re sult ing ac tions of oth ers.

Here once again we can make some
in ter est ing ob ser va tions. In gen eral
one can say that, de fen sive IO aside, on 
the spec trum of con flict, dur ing peace -
time IO is lim ited pri mar ily to the left
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side of fig ure 1—tar get ing hu man thoughts and
thought pro cesses. As we move across the spec -
trum to ward war more op tions be come avail able
on the tech ni cal side of the do main. Elec tronic
War fare (EW) and Com puter Net work At tack
(CNA) are al most ex clu sively con ducted dur ing
war time. Dur ing peace time, PSYOP pro grams
and pub lic in for ma tion are the pri mary tools of
the in for ma tion war rior.

In ad di tion, when we think about a given threat,
we com monly break it down into two com po -
nents—1) the ca pa bil ity to in flict in jury and 2) the
in tent to in flict in jury. With out both com po nents
no threat ex ists. If we over lay this on the in for ma -
tion do main, we find that in tent re sides in the hu -
man fac tors por tion, and ca pa bil ity re sides in the
sys tems por tion of the do main.

The log i cal ex ten sion of these two points is that
for IO to be used ef fec tively in sce nar ios short of
war, and thus suc cess fully avoid war, we must
have ma ture and well co or di nated stra te gic
PSYOP and pub lic in for ma tion pro grams/ca pa -
bil i ties. In the ab sence of this, we are left solely
with the costly op tion of se cur ing our na tion by
re peat edly de stroy ing the ca pa bil ity be hind ev -
ery threat in cri sis sit u a tions, rather than pre -
empt ing the cri sis by ad dress ing in ten tions. To
some de gree, the con ven tional mil i tary fo cus has 
led us down ex actly this path—con cen trat ing on
the ca pa bil ity of ev ery pos si ble threat, while
largely ig nor ing the as so ci ated in tent.

A Mat ter of Per spec tive

Thus we re visit the point made at the be gin ning
re gard ing per spec tives. One’s ap proach to IO
may vary widely de pend ing on scope and fo cus
of mis sion. Con sider a sit u a tion in which we are
try ing to stop a tank from driv ing into a town
square and an ni hi lat ing the pop u la tion of in no -
cent ci vil ians. Aside from the ob vi ous ki netic so -
lu tion of blow ing up the tank, there are a va ri ety
of in for ma tion op tions avail able. At the tac ti cal
level, the friendly force A Team com mander on
the ground may use a tac ti cal jammer to stop the
tank from re ceiv ing or ders. He may at tempt to
send false or ders, re ar range road signs to con -
fuse the tank driver, or pre vent the tank crew
from see ing where it is go ing, so it will never get
to the vil lage. In ad di tion, he may at tempt to de ter 
the tank crew from want ing to go to the vil lage,
through the threat of le thal re tal i a tion or caus ing
them to con nect emo tion ally with the oc cu pants

of the vil lage. His op tions are lim ited in time and
scope and tend to ward the right side of fig ure 1.

At the op er a tional level the JTF com mander, in
or der to stop the tank, may con duct IO to in ter -
rupt the ad ver sary lo gis tics sys tems and stop the
flow of fuel, spare parts, and mu ni tions to the
tank. He may also at tempt to con fuse or de ter the
bat tal ion or di vi sion com mander of the tank, in
or der to change the or ders sent to the tank. Al ter -
na tively, he may or der ac tions that will di vert the
tank crew’s at ten tion to other higher pri or i ties or
per suade them to avoid the vil lage. His op tions
have a broader scope and may well re quire more
lead time for ex e cu tion than those of the A Team
com mander. And they will likely tend to ward the
mid dle of fig ure 1.

At the stra te gic level the Pres i dent of the United
States has other op tions at his dis posal. He and
his al lies in other coun tries can com mu ni cate
with na tional lead ers of the army to which the
tank be longs, threat en ing or per suad ing them to
pre vent the tank from at tack ing the vil lage. He
may also im ple ment eco nomic sanc tions or or -
der a show of force in the re gion. His op tions
have a broad sweep ing scope and usu ally re -
quire much more lead time to im ple ment, tend -
ing to ward the left side of fig ure 1.

Sim i larly, if we con sider the ser vice per spec -
tives, Air Force plan ners look at de feat ing the
tank first from the hard kill per spec tive via bomb
drop ping, then from the EW and in ter dic tion per -
spec tives—in keep ing with Air Force pri mary
mis sions. On the other hand, the Army looks at
de feat ing the tank first from the hard kill per spec -
tive via one of their many tank kill ing op tions,
then from the EW, tac ti cal de cep tion, and tac ti cal
PSYOP per spec tives, again in keep ing with Army
pri mary mis sions. The Navy sees de feat ing the
tank sim i larly to the Air Force, while the Ma rine
Corps fo cuses on hard kill and EW. In sum mary,
all the ser vices deal with threats pri mar ily at the
op er a tional level and be low, and ap proach the
threats from the ca pa bil i ties as pect based on
their own strengths and ca pa bil i ties. This is the
nat u ral ap proach, com pletely con sis tent with
JOPES and the DoD mis sion to “sup port and de -
fend the con sti tu tion of the United States against
all en e mies, for eign and do mes tic.” On the other
hand, SOCOM, though not a ser vice, but with
ser vice-like re spon si bil i ties, brings a unique per -
spec tive to the IO land scape. With forces en -
gaged in over 80 coun tries at any given time
work ing rou tinely with State De part ment and
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other gov ern ment agen cies, spe cial op er a tions
forces (SOF) have a more stra te gic fo cus. The
DoD’s PSYOP ca pa bil ity, a key el e ment of the hu -
man fac tors side of IO, re sides al most ex clu sively 
within SOCOM. These facts uniquely qual ify
SOCOM to en gage in IO across the spec trum
from peace to war and stra te gic to tac ti cal.

That said, the prob lem we have en coun tered,
which has been il lus trated and pointed out on
mul ti ple oc ca sions in the last few years, is that
the U.S. as a whole has largely ne glected IO
above the op er a tional level. The ater Se cu rity Co -
op er a tion (TSC) plan ning, for merly The ater En -
gage ment plan ning, is a rel a tively re cent, yet
lim ited at tempt by the DoD to go be yond the op -
er a tional level. But TSC plan ning has re ceived
very lit tle at ten tion in many cases. Even PSYOP
units have largely been re source con strained and 
re stricted to do ing tac ti cal-op er a tional level
prod ucts. As a re sult Sec re tary Rumsfeld, in the
lat est De fense Plan ning Guid ance (DPG), sin gled
out stra te gic in flu ence as a key short fall in DoD
ca pa bil i ties and di rected SOCOM to pur sue stra -
te gic PSYOP ca pa bil i ties. The chal lenge is that
the DoD is not the only player in IO, par tic u larly
above the op er a tional level. There are many
other stake hold ers and key ac tors within the
DIME. The DoD can not be the lead agency in
stra te gic peace time IO. But DoD in volve ment is
es sen tial, which is why the DPG di rected the DoD 
to give con scious thought to who, what, when
and how the DoD should ap proach it.

Should SOCOM be the lead agency for IO in the
DoD? STRATCOM? The chip seems to be fall ing
to ward STRATCOM. Given our dis cus sion
above, this is a log i cal de ci sion, though it would
seem SOCOM might be a better fit in many ways.

That aside a host of other ques tions re main about 
what ca pa bil i ties should be in cluded un der the
term IO, who should be re spon si ble to train and
equip which pieces, and who has op er a tional
con trol in what cir cum stances. As we sort
through these ques tions, we would do well to ob -
serve the dif fer ent per spec tives of the ser vices
and gov ern ment agen cies and make de ci sions
that re spect these dif fer ences while meet ing the
unique re quire ments of operationalizing IO
within the DoD. The so lu tion that seems to be fall -
ing out nat u rally is that STRATCOM will take the
over all lead in co or di nat ing and spon sor ing IO
within the DoD, while SOCOM fo cuses on the hu -
man fac tors por tion of the prob lem and the ser -
vices ad dress the sys tems por tion of the
prob lem. Given our dis cus sion above, this may
work quite well in the end.

Forg ing Ahead

In con clu sion, the de bate over the def i ni tion of
IO con tin ues on, driven by dif fer ing per spec tives
on such a large topic. If, how ever, we take the
time to ex plore the con cepts and re la tion ships
sur round ing IO, it ap pears these dif fer ing per -
spec tives are not nec es sar ily con tra dic tory, but
may only re flect dif fer ent em pha ses based on the 
strengths and weak nesses of those in volved. The 
def i ni tion we choose must strike a bal ance be -
tween al low ing pri mary par tic i pants the free dom
to operationalize IO from their per spec tive, while
be ing spe cific enough to pro vide fo cused unity of 
ef fort across the DoD. Per haps we are closer to
achiev ing this than we re al ize. In any case, the
sig nif i cance of IO will likely only ex pand as our
world in creas ingly ex ploits the in for ma tion do -
main.

372


